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Sub.: Cyber Security threat from Category 1 High Risk Products imported from
China

Critical Infrastructure, especially electricity generation, transmission and distribution
(including financial transactions), load despatch systems and network, is highly
vulnerable to Cyber threats and Malware -Trojan attacks. This has been duly
- acknowledged during discussions at various levels with CEA and MOP. The main
reason is unstructured implementation of technology and products in recent past,
particularly imported from China, which opens gates for cyber attacks. This
vulnerability is particularly severe with distribution utilities, which have limited skills
on Cyber Security and are largely dependent on their vendors (from China in many
cases).

In recent past, there have been cyber attacks in many countries around the world.
IEEMA has been strongly advocating for minimising our dependency on Chinese
equipment since 2014. Consequent to our raising specific issues of possible threat to
our electricity network from China sponsored cyber attacks, a Committee was
formed under the CEA, where IEEMA was a member. Copy of the Report of this
Committee titled “Cyber Security in Power System” is attached for ready reference.

“One element strongly emerging from the report is the need for identifying and
isolating the equipment of Chinese origin installed in our electricity network,
especially products which are high risk in terms of cyber sensitivity, evaluating their
threat potency and examining their replacement. Products which we feel to be
“Category 1 High Risk” in terms of cyber sensitivity are Remote Terminal Units,
FRTUs, Networking Equipment - Router, Firewall, Communication Module, SCADA
Equipment & Software, Ethernet Switch card, Automatic Data Processing Machine/
CPU, PCB Cards, Switches, automation and control products, remote operation and
communication systems, and industrial computers.
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A study of India’s import of these Category 1 High Risk products from China during
“last 7 years reveals a net import of over USD 20,000 million. Table giving details of
import of individual products from China is attached; data based on DGCIS statistics.

Presence of these high risk items of Chinese origin in the critical area of electrical
power system (especially transmission and distribution) network is fraught with
danger.

Instances have also started surfacing that Chinese companies are manipulating
Indian customers by not supplying the required spares for equipment delivered in the
past. Utilities, both at states and central PSUs, have reported that efforts to reach out
to the Chinese OEMs, either directly or through the local EPC player involved in
installation of those systems, are not yielding any result as the Chinese OEMs are
not responding to their calls for spares.

- In view of the above, we earnestly request the Government to examine the installed
base of such equipment of Chinese origin in our power system (including
transmission and distribution) network across all utilities. All central PSUs and
Utilities in states, whether Government owned or .private, franchises or licensees,
should be asked to identify such installations within their respective domains,
isolate all'equipment of Chinese origin and evaluate their threat potency with a view
of their replacement with products manufactured indigenously or by manufacturers
from friendly countries. This activity deserves top priority, given the seriousness of
Cyber Security threats to our electricity network from China sponsored players
located across the globe.
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